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PKI

PKl/ImportCertiticates

This table is used to import the certificate to device.

XML structure

<PKI>
<ImportCertificates>
<Import>
<Domain></Domain>
<CertificateType></CertificateType>
<FilePath></FilePath>
<Password></Password>
<NewPubKeyName></NewPubKeyName>
</Import>
</ImportCertificates>
</PKI1>

Table description

Item Description
Feature name PKI
Table name ImportCertificates
Table type Multi-instance table
Row name Import
Restrictions None
Columns
Column Column Column .
. Data type and restrictions Remarks
name description type
String. Can't
. . _II~II mwxnon\ nn
Domain The PKl domaln |ndex Lengih: ] to 3] Chorocters. Ir]l?'ltjéell. ”n III ”n II, II\IIiIII
name ) B |7, < s,
CGSe insensitive. nn n/u.

Enumeration:
Index e 1—CA N/A

e 2—local.

CertificateTy  The type of
pe certificate




Column Column Column

name description type Data type and restrictions Remarks
The path of .
FilePath certificate file N/A String The file must be

fo be imported existed in the device

Case sensitive.

The password is
necessary as

: o follow:
assword use o The file format is

tod t th
coerti?iccr;ltz ¢ PKCS#12 and the
Password which car; be N/A String ;:eriilficate type is
PKCS#12 or oca
PEM formatted. e The file format is
PEM, and there is
local certificate
and private key in
the file
e Case insensitive.
e Only contain
letters, number
und ll_ll-
NewPubKey IZi/nGurETiCOf N/A String. o If the name is .
Name P Length: 1 to 64 characters. empty and there is

key. no key name in
the domain, it will
use the domain
name as the key
name.

PKI/ExportCACertficates

This table is used to export the CA certificate.

XML structure

<PKI1>
<ExportCACertificates>
<Export>
<Domain></Domain>
<FileFormat></FileFormat>
<IsWithCertsChain></IsWithCertsChain>
<FilePath></FilePath>
<ReplaceFile></ReplaceFile>
</Export>
</ExportCACertificates>
</PKI1>



Table description

ltem Description
Feature name PKI
Table name ExportCACertificates
Table type Multi-instance table
Row name Export
Restrictions None
Columns
Column c°'”“f'“. Column Data type and restrictions Remarks
name description type
. String. 'Can,t n nonxnon " on
name St s
Case insensitive. Y
’ 7 / .
Enumeration:
FileFormat The file format  N/A e 1—DER N/A
e 2—PEM
If exported Boolean:
IsWithCerts  certificate e true—VYes.
Chain contains CA N/A o false—No. N/A
certicate chain Defalut value is false
The path of the
FilePath file will export ~ N/A String Th.e pcﬁh must be.
ceritificate fo existed in the device
Boolean:
If replace when o true—Yes
ReplaceFile  the file is N/A ) N/A

existed.

e false—No.
Defalut value is false

PKI/ExportlocalCertficates

This table is used to export the local certificate.

XML structure

<PKI>

<ExportLocalCertificates>

<Export>
<Domain></Domain>



<FileFormat></FileFormat>
<IsWithCertsChain></IsWithCertsChain>
<IsWithKey></IsWithKey>

<EncAlglD></EncAlglD>
<Password></Password>
<FilePath></FilePath>
<ReplaceFile></ReplaceFile>

</Export>

</ExportLocalCertificates>

</PKI>

Table description

ltem

Description

Feature name

PKI

Table name ExporilocalCertificates
Table type Multi-instance table
Row name Export
Restrictions None
Columns
Column Colun.m. Catumn Data type and restrictions Remarks
name description type
. String. 'Con’t n nonxnon nn
name AR ’ ’
Case insensitive. v
Enumeration:
1—DER
FileFormat The file format  N/A ‘ N/A
o 2—PKCS#12
e 3—PEM
If exported Boolean:
IsWithCerts  certificate o true—VYes.
Chain contains CA N/A o false—No. N/A
certicate chain Defalut value is false
If exported Boolean:
lsWithKey cerhflf:ote N/A o true—VYes. N/A
contains o false—No.
private key Defalut value is false
Identity.of Unsigned integer. See table
EncAlglD encryption N/A Vel 110 97391 PKICapabilities for
algorithm alue range: | o o supported encryption




Column Colurrln. Column Data type and restrictions Remarks
name description type
algothrim.
The password is
required as follow:
Password o The file format is
which will be PKCS12 and the
used to encrypt certificate type is
i Stri
Password the file when N/A ring N local
exported Case sensitive. o The file format is
certifif:ote PEM, and it will
contains export both local
private key certificate and
private key to the
file
. The path of the . The directory must be
FilePath file N/A String existed in the device
Boolean:
If replace when o true—Yes
ReplaceFile  the file is N/A ) N/A
existed. e false—No.

Defalut value is false

PKl/DeleteCertificates

This table is used to delete the certificates.

XML structure

<PKI>

<DeleteCertificates>

<Delete>

<Domain></Domain>

<CertificateType></CertificateType>

</Delete>

</DeleteCertificates>

</PKI1>

Table description

ltem

Description

Feature name

PKI

Table name DeleteCertificate
Table type Multi-instance table
Row name Delete

Restrictions None




Columns

Column Column Column -
- Data type and restrictions Remarks
name description type
String. Can't
. . _”NII "nxnon " n
Domcin The PKl domaln |ndex Lengih: .l to 3] ChoraCters' Ir}l?'ltjéell' ” II, ”n Ill II\IIiIII
name ) B |7,
Case insensitive. nn /I/Il.
It will delete local
Enumeration: certificate, peer
tificateTy  The t f P
C:rl catety ce(ratif?cF;eteo Index e 1—CA certificate, CRL,and
P e 2—local. CA certificate when

the type is CA.
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